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Abstract:

Since the 9/11 attacks on New York and Washingtdd.,Ohe fight against interna-
tional terrorism has been a dominant issue in tdig¢igal arena. Policy-makers (still)
face the challenge to develop sound strategidigtaing this type of terrorist activity.
Unfortunately, there is no universal strategy targer terrorism. This is partly due to
the diverse and clandestine nature of terrorigtggpand partly due to misperceptions,
lack of precise knowledge as well as divergentredis and prioritization on part of
policy-makers. The present chapter aims at progidirsystematic overview on how
to deal with (international) terrorism, taking otaa and economics perspective. More
specifically, we will examine how the rule of law-eth nationally and internationally
(i.e., in terms of the international law)—interawaiigh international terrorism and how
it can be sustained under the extreme conditiomsragrism.
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A. The Terrorist Challenge to the Rule of Law and to
International Law

Since the 9/11 attacks on New York and Washingtdd. Cxthe fight against
international terrorism has been a dominant isauhé political arena. The
direct and indirect costs of terrorism—ranging fridma loss of human lives and
the destruction of assets to reduced economic grand life satisfaction—are
substantial, making it necessary to develop sotnategjies for fighting terror-
ism. The past decades, however, have shown that heouniversalstrategy
to counter terrorism. This is partly due to theedse and clandestine nature of
terrorist groups, and partly due to misperceptitats of precise knowledge as
well as divergent interests and prioritization @mtpf policy-makers. The pre-
sent chapter aims at providing a systematic overae how to deal with (in-
ternational) terrorism, taking onlaw and economicperspective. More spe-
cifically, we will examine how the rule of law—Dbotmationally and
internationally (i.e., in terms of the internatibteav)—interacts with interna-
tional terrorism and how it can be sustained uriderextreme conditions of
terrorist activities.

A twofold challenge to democratic societies arotimel world arises from
international terrorism. The'st challenge is to the national rule of law because
terrorism is arabnormalactivity to which societies can only adapt witffieli
culties. Making a society prepared or resilierthmpotential threat of terrorism
may come at a rather high price with regard to mfbedamental values in
society (such as civil rights). At the same timaymtries being taken by a sur-
prise terrorist attack face the problem of respogdwiftly without causing
economic and societal costs to skyrocket. The &ft€r 9/11 is a case in point.
The immediate legal response to the attacks? &ttieot Act certainly interfered
with some of the most fundamental principles ofeéResting rule of lawk Vio-
lations of the rule of law during extreme times hiige acceptable only if cit-
izens are aware of this possibilex ante Simply legalizing this violatiomx
postis likely to damage trust into the existing legadtitutions, causing sub-
stantial societal costs in the long run.

In fact, from a law and economics perspective arexla to carefully evalu-
ate these three options—i.ex,anteduringandex posapplicationd—in terms
of their welfare-damaging consequences and chdwms&ast costly one. Ex-
ante preparation (in legal terms) may result inagessary—when there will
never be a terrorist attack—restrictions of perbdn@edoms; legislative
measures during an ongoing terrorist attack caedd ko excessive and possi-
bly—under unfortunate circumstances—irrevocablengea of the legal

! See, e.gKrieger (2013).
2The distinction irex anteduring andex postpplications of the rule of law under extreme
conditions followsSalzbergei(2014).
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framework; ex-post legalization might underminestriOne should be aware,
however, that there are other options beyond legitutional change which
may help reducing the terrorist threat. We wiluretto this point below.

The secondterrorist challenge results from its internatiodahension. In-
ternational, or transnational, terrorism involvéseast two countries (e.g., be-
cause foreign targets are attacked or becauseasiseigroup crosses borders
to attack) and thus multiple legal frameworks &t mlational and (considering,
e.g., cross-border spillovers of conflict) interoatl level. Several problems
may be related to such settings. For instancepmaitiegal frameworks may
differ. This becomes most obvious when the wellvnosaying that “one
man’s terrorist is another man's freedom fightsertonsidered. While the say-
ing is without much meaning since freedom is anwhie terror is a means,
it points to the problem that the national legaicpgtions of certain groups’
activities may not coincide. During the Cold Wapparting terrorist groups
on the other side of the iron curtain was deemeeeble in the West and
East. What is more, national legislation may indieceorism spillovers to other
countries, where there are no generally acceptechscan international law
which help to avoid this problem. For instancegia®/11 U.S. legislation led—
uncoordinated with U.S. allies’ counter-terrorisagiklation—to substantially
increased security measures within the U.S. andfigone who planned to
enter the United States. Arguably, this helpedvmdafurther terrorist events
on US soil, but might have ledl Qaedato carry out further major attacks in
Spain (Madrid 2004) and the UK (London 2005). Tgkatgain a law and eco-
nomics perspective, this calls for internationabrctination and ultimately for
norms in international law which help to internaliaross-border externalities.
This ought to improve global welfare.

Different from the first challenge, adapting intational law to the threats
from international terrorist activities should migibe thought of as a preven-
tive measure (although ex post adaptation appedrs the more frequent way
of developing international |&8¢ Since arguably ex ante counter-terrorism pol-
icies—both within the legal framework and beyond-wad as extra-ordinary,
but later abandoned measures during a terrorispagm also have clear ad-
vantages in terms of sustaining the (national) ofléaw relative to most ex
post measures, we will resort to and focus on thesasures in the following.
Doing so will also allow us to take a closer lodklee root causes of interna-
tional terrorism. Only a deep understanding of ¢hesuses can guide policy
makers, including those in the legal arena, to shaappropriate counter-ter-
rorism measures.

3 See Salzberger (2014).
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B. Defining and Modeling International Terrorism:
The Rational-Choice Approach

Our previous reasoning has already pointed todleance of cost-benefit con-
siderations when evaluating policy measures agamestnational terrorism.
More efficient counter-terrorism policies may proedueconomic and societal
costs, posing a difficult decision problem for stgiand their political and ad-
ministrative representatives. At the same time, éaew, there are policies and
legal frameworks which are more cost-effective tb#rers, and taking ia-
tional choice(or, arguably, a law and economics) perspectiiewip to iden-
tify them. Classical cost-benefit considerationglduto help legislators and
policy-makers to set the framework for appropradenter-terrorism measures.

Following the widely used definition of terrorisny Enders, Sandler and
Gaibulloev, terrorism can be seen as the “premieditase or threat to use vi-
olence by individuals or subnational groups agamasicombatants in order to
obtain a political or social objective through themidation of a large audience
beyond that of the immediate victin’sBroadly speaking, terrorism is a short-
run tactic to achieve certain political or sociahts in the long run which can-
not be achieved in the regular, i.e., non-violgaljtical process. Its (hon-)ef-
fectiveness is an outcome of the terrorists’ striatenteraction with their ene-
mies, i.e., governments and security forces, abasgelith the media which is
needed to transmit the message of fear and inggtoithe citizens whose re-
actions feed back to the initial strategic settiBgsed on this reasoning, there
is no systematic difference between national atefmational terrorism except
that international terrorism involves perpetratamsl targets/victims from or in
different countries.

One can easily infer that the above definitionesfdrism is already based
on a rational-choice perspective on internatioeabtism. Strategic decision-
making to achieve specific goals most likely takésce only after weighing
off different alternatives. That is, the ration&lletice perspective on interna-
tional terrorism assumes that terroridieth as individuals and grougsehave
(perfectly) rational. Conceptually, individuals wkalow their intentions are
assumed here to be—in principle—able to act tdottst of her (relative) ad-
vantageb More specifically, it is assumed that each pos¢miember of a ter-
rorist organization carefully weighs the costsefarism against its potential
benefits. As long as the marginal benefit of beimgbecoming) a terrorist ex-
ceeds the corresponding marginal cost, an individilaresort to terrorism.
Similarly, if different modes of attack are avaimbthe one with the highest
expected impact (benefit) at a given cost will hesen.

4 Enders, Sandler and Gaibullo¢2011), 321.
5 This definition of rationality followsirchgassne(2008), 17.



How to Deal with International Terrorism 5

Nevertheless, one may wonder whether rationalitydsed associated with
terrorist behavior. The uneasiness with the ratipn@ssumption arises mostly
from observing incidences of suicide terrorism. Farst observers, weighing
one’s own death, which appears as an infinite @mgtinst some finite benefits
from achieving this-worldly goals through suiciggrorism can never lead to
this type of attack under the assumption of perfatibnality. Since suicide
attacks do occur, the rationality assumption agpé&abe wrong. Caplan ex-
plains this conundrum by the concept of ,ratiomedtionality“.6 This concept
assumes that individuals may have irrational belesf part of their utility func-
tions (e.g., they believe in otherworldly rewardsrhartyrs), but decide strictly
rationally whether to live up to these beliefs. isathey carefully weigh, on
the one hand, the psychological and/or social bisnaftheir (from most other
people’s perspective) irrational beliefs againstihe other hand, the respective
costs coming with their beliefs. In almost all cgseither the benefits are too
small or the costs are too high to become a tstrorieven a suicide bomber.
Or, as Caplan, puts it: “Suicide bombers are thbevs.””

Does this, in turn, imply that those few who dedinl®ecome terrorists are
psychopaths? Certainly not. For one, terror graspssery careful in choosing
their active members. They need to be trustwortidyskilled in order to make
the best use of the groups’ limited resources. Blbnill individuals may be a
danger to a group’s safety, such that we rathethese as “lone wolf” terrorists
(if at all). For another, careers in terrorism hasgart by becoming a terrorist
operative. More often, individuals are sympathizaitally and may then be-
come members with nonhazardous tasks (e.g. errandsyers, technicians).
Since these jobs pay a living, some self-interasinot be excluded. This is
even more true if the probability of becoming “prated” to active or even
suicide terrorism is rather low (unless an indiabreally strives for becoming
a martyr). Obviously, this does not exclude thesfmkty that some terrorists
are indeed insane, but abnormal behavior is céytaiot a precondition for
terrorist behavior.

At the same time, one should not disregard the eblerganizational and
individual-psychological aspects of individual mesrghip in terrorist organi-
zations, as McCormick points dtiterror cells may create their “own realities”
which seem to justify even morally wrong behavinrfact, this may also relate
to the perception of legal rules, which for groupmbers often appear as biased
toward the interests of their enemies. These “ceatlities” become even more
relevant when psychologically trained group leadeasipulate ordinary group
members, or when group members show particularhpdygical characteris-
tics (e.g., narcissism, identity disordets).

6 Caplan(2006).

7 Caplan(2006), 92.
8 McCormick(2003).
9 Victoroff (2005).
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With these additions, characterizing terroristdidaor moves from a pure
rational-choice perspective toward a framework airded rationality, as we
typically assume in institutional economics. Whildividuals still strive for a
consistent and rational behavior, both internal exigrnal constraints do not
allow them to achieve the same level of utility nmaization as under perfect
rationality. Interestingly, when taking a closeokoat terrorist groups, it ap-
pears as if boundedly rational behavior of singtaug members could be com-
pensated by the rest of group members.

In fact, terrorist groups are not only highly dmed, but can also be char-
acterized by a high level of cost efficiency angranounced strategic behav-
ior.10 Especially group leaders are weighing the benefiginst the (oppor-
tunity) costs of each attack for the group, theredsping the group’s long-run
goals (such as the redistribution of land, powetitipal influence or wealth)
in mind. What is more, they tend to respond inedmtable way to incentives,
which is in line with Kirchgassner’'s definition odtionality11

The central problem of terrorist groups is thelatige weakness compared
to their enemies, i.e., the government, policenoral prosecutors and military.
Hence, terrorist groups will resort to asymmetriarfare by very selectively
running attacks that reach the highest possiblaan®nly this will guarantee
survival of the group and, arguably, success irldhg run.

In a first step, the groups will try to draw théeation of the media to their
goals and, in this way, to destabilize the polggectacular terrorist attacks are
the most promising way to attract media attentidns media attention is im-
portant because even large attacks hardly causstasuial direct monetary
costs to the enemy when compared to the overatli@n power of a country
(say, the United States after 9/11). The much melevant costs are indirect
costs resulting from the attack’s political, ecomoand psychological impact.
These costs increase with the extent of media egeeAs argued by Sunstein,
terrorists are well aware of how to maximize theinect costs resulting from
terrorism and they choose their modes of attackilagid targets accordinght.

Terrorist attacks have a particularly strong imphttiey surprise the target
audience and if they are highly frightening dueetg,, their lethality. Although
these attacks are rare events and the probabilggtting involved oneself is
negligible (if probabilities were calculated ratadly) and although there is of-
ten a lack of past experiences (as a basis tolatdgorobabilities), people tend
to fear strongly that attacks of a similar typelwion happen again. This is
due to cognitive biases—especially the so-cafiezbability neglect—which

10 SeeSandler and Ender§004) for empirical evidence.

11 Kirchgassner(2008). Note, however, that this indicator of atility is arguably only a
weak one. Stricter indicators of rationality, sasha narrow self-interest and rational-expecta-
tions formation (see, e.gcaplan2006), may or may not apply.

2 Sunstein(2003).
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result in a systematic over-estimation of (termoresttack) probabilities and as-
sociated individual risks.

The resulting fear makes individuals demand (immuiejiprotection from
their domestic governments. This brings us baadbutoinitial remarks on the
distinction betweemrx ante during andex postapplications of the rule of law
under extreme conditions. Obviously, the existing of law—whether or not
already adapted to work against the terrorist threld not deter this specific
attack (but possibly other ones). However, undezxaante adaptation the rule
of law under extreme conditions can immediatelyapplied. Citizens are typ-
ically aware of the fact that a special legislatiati come into effect allowing,
for instance, for additional security measurescsacriminal law instruments
against terrorists and (extra-legal) activitiesndélligence. This way, citizens’
demand for protection can be fulfilled. What is maf the (temporary) legal
framework in this extreme situation is well desigrleere will be less need for
additionalad hoclegislation.

The latter kind of legislation becomes much molevant if no ex ante precau-
tions were taken. Under the conditions of probgbitieglect, any public de-
mand for protection will, on the one hand, be exagted and, on the other
hand, be met quickly by democratic governments sthee for re-election and
who—seemingly—offer any desired level of protectighich promises win-
ning the next elections.Many of the implemented measures only improve the
sense of security (e.g. through additional policéh® streets and stricter airport
security checks), but hardly have a lasting effiedtghting terrorism as they
do not solve its root causes. Even worse, severdloa policies include re-
stricting fundamental civil rights which, howeveappears acceptable or desir-
able to the frightened and traumatized citiZerGiven the objectively low risk
of further terrorist attacks (at least in Westeonrtries), these restrictions are
certainly exaggerated. They tend to result in iaseel transaction costs and are
thus welfare decreasirig.Hence, the political and economic system will be
destabilized and thus make it easier for terrongsdo pursue and achieve their
goals. This is because ceteris paribus the govertsn@pportunity) costs of
fighting terrorism increase.

Figure 1shows the correlation between international testattacks and
the strength of the rule of law for 171 countri@bgere two important remarks
are in order. First and in line with the previouscdssion, it is far from clear in
which direction causality runs. On the one hanstrang (ex ante) rule of law
may deter terrorism because it may, e.g., strengtloenestic institutions and
thus resiliencéé On the other hand, terrorist attacks tend to sk@eng and

13 Arguably, this strategy may be futile. For instaj8assebner, Jong-A-Pin and Mierau
(2008) show that re-election chances after a tistrattack are low.

14 SeeKrieger (2013) for a discussion of this aspect in the exinof 9/11.

15 SeeKrieger and Meierriek$2009) for a summary of the empirical evidence.

16 SeeChoi (2010) for empirical evidence.
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Figure 1: The correlation between internationaiaiést attacks and the rule of law

ex post) the rule of law. Second, the seeminglgrcéand significant negative
correlation between the variables under considmeratisappears (i.e., becomes
insignificant) once the five notorious outliers @hfanistan, Iraq, Nigeria,
Pakistan, Somalia) are skipped. We may conclude ftas that the role of the
rule of law should not be overemphasized in thatfagainst (international)
terrorism.

Finally turning to the cost-benefit consideratiofserrorist groups, terrorist
activities are constrained by the direct costdefdttacks which are, however,
usually relatively lowt” Another constraint is group size. Group succesg ma
either result from sheer group size or from a gi®apcrecy which allows them
to more effectively surprise the audience. The pslagical effect is particu-
larly high in the latter case. What is more, larg@or groups are more prone
to be infiltrated by national intelligence; altetinaly, increasing popularity and
membership would allow a terror group to changstitategy and to become a
civil war party which openly attacks its enemi&dn any case, the decision-
making under these circumstances can be explamegistently within the ra-
tional-choice framework and can be observed irr¢aéworld.

The support of terrorist groups in both financiad @ersonnel terms depends
on the political, institutional (including legalnd economic conditions in a

17 Most Al Qaedaattacks were estimated to have cost some tenghdudollars; only 9/11
is beyond this scope with a cost of approximat@,800 dollars, but its impact is exception-
ally high. See&rieger and Meierriek§2013).

18 SeeBriick, Schneider and Meierriek8014) for a discussion of the possible evolutibn
terrorist groups.
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country (or with respect to what has been brougfiat & country from an exter-
nal enemy, e.g., in terms of perceived Westermuailimperialism). If the con-
ditions are perceived as positive, people’s suppicerrorist activities will ce-
teris paribus be lower because the (opportunitgiscof terrorism increasé.
This relationship can be seenRigure 2which presents a stylized framework
of how different aggregate country-specific factaifect terrorist behavior ac-
cording to rational-choice theory (as an economaild interpret it).

The central assumption of this theoretical framdéwsthat perfectly ration-
ally behaving terrorists and—in the aggregate—gsowpl act according to
their cost-benefit matrix as well as other exogenoanstraints. Expected util-
ity will be maximized when marginal costs (resudtiitom the necessary re-
sources and the opportunity costs) are equal tandoginal benefits of terror-
ism (resulting from achieving the group’s tactiaatl strategic goals). External
political, economic and institutional factors affethe cost-benefit matrix
through changes of thielative price of terrorismFor instance, a strong rule of
law (e.g., a strong national emphasis on civil aadhan rights protection) in a
country may restrict the spectrum of potential ¢detsterrorism measures (e.g.,
using torture to extract information from captutedrorists). Ultimately, the
relative price determines the decision whetherairto become active as well
as the scope of activities.

According to Krieger and Meierriek8,the external factors include socio-
economic deprivation of individuals and groups .(gegverty); modernization
strain (e.g., unemployment due to structural chaogkarge and well-educated
young cohorts desperately searching for jobs)irtbgtutional order (e.g., cor-
ruption; a legal system which is perceived as unprshe lack of a social net);
political transformation (e.g., civil war); identitonflicts (e.g., minority dis-
crimination; or discrimination along language lipethe global order (e.g.,
dominance of the U.S.); and finally spatial andpgenal contagion (important
predictors of terrorism because terrorism spread®ighboring countries and
past terrorism is a good indicator for future tesm).

Empirically, it can be observed that the most rafgactors explaining the
genesis of international terrorism are either pdHinstitutional or socio-de-
mographic ones! Economic factors, although often mentioned in fmubeé-
bates, play only a minor role. That is, factorshsas poverty or inequality do
not necessarily cause terrorism if they occurgéowntry which is characterized
by legal and non-violent means to voice protestpbltical participation, a
strong rule of law and high social mobility, allwhich help to reduce frustra-
tions from economic grievances.

19 SeeKrieger and Meierriek$2011).
20Krieger and Meierriek$2011).
21 Krieger and Meierriek$2009, 2011)Gassebner and Luechingf011).
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Figure 2: How country-specific factors affect tersbactivity

C. Implications of the Rational-Choice Model
for Counter-Terrorism Policies

The rational-choice framework can be used to caiegaounter-terrorism
measures. Here, the decisive point is how theivelarice of terrorism can be
driven up most successfully and, arguably, at aaeable cost for societies
which suffer from terrorism or which fear the pdidly of a terrorist attack.
Again, we consider an “ex ante” or “during” persipeein Salzberger’s termi-
nology?2 Some of the following policy measures are effextivostly in deter-
ring potential recruits for becoming active terstsi others are also useful dur-
ing a terrorist campaign by hindering terrorists sioccessfully hit their
preferred targets and to thus achieve their géalseen before, the rule of law
under extreme conditions is an institutional fagiossibly affecting the price
of terrorism to the better or worse.

As discussed before, citizens demand an immedaietion of the govern-
ment after a terrorist attack. In this situatiooygrnments tend to respond with

22 Salzberge2014).
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traditional counter-terrorism policies which tryreduce the (perceived or real)
terrorist threat by increasing the direct costieaforism. The necessary instru-
ments for doing this may have been implementechéx @r they may be set ad
hoc by the legislator (in the latter case, the @amg over-reaction is greater).
For instance, governments may increase securityralerat prominent loca-
tions which could make targets for terrorists. @ftegal or extra-legal intelli-
gence measures will be employed, too. The majoefitesf this strategy is that
it may indeed interrupt the planning and executbfuture terrorist attacks.
This eases the situation and is therefore in theadhate interest of politicians,
the public and security forces.

There are, however, also important problems withdpproach. For one, it
does not remove the root causes of terrorism. gprg terrorist activities will
increase the pressure under the surface, possibymg an eruption of violence
at some later point in time. That is, although rsfftg believed by many, an
oppressive approach is most likely not a sustamatshtegy against terrorism
in the long run. For another, in their effort tarm® up quickly with promising
counter-terrorism measures legislators are oftenMigh respect to civil and
human rights or the international law. Since citgaccept restrictions of their
rights in extreme situations such as in the afténroaterrorist attacks, security
forces and (military) intelligence use the window apportunity to push
through far-reaching regulations which often godrel the issue at stake.
The legal and institutional changes may turn oubdadrrevocable, such that
political, economic and social costs will continieebe high even in the very
long runz4

Next to fighting terrorists directly through tradmal counter-terrorism pol-
icies, an alternative strategy could be to interthp genesis of terrorism by
making terrorism an unattractive option for potahtlissidents. The rational-
choice theory suggests two different approacheachieve this goal: raising
terrorism’s opportunity costs or reducing its bésef

Increasing opportunity costs may result in incnegglifficulties of terrorist
groups to recruit new members. If socio-economiev@gnces are low, if socio-
demographic strain is negligible and/or if politicstitutional conditions are
favorable, the interest in terrorism and the wihess to give up one’s “nor-
mal” life and becoming a terrorist is typically lowor instance, Krieger and
Meierrieks show that social policies help to damgemorist activities when
they are connected to the socio-economic envirohwiettypical” terrorists
and their supporte.This can be achieved best by resorting to socikitips
like health care spending and labor market molibmavhich are perceived as

23 SeeKrieger and Meierriek$2013) for the example of anti-money launderingutations
after 9/11.

24 SeeKrieger (2013).

25 Krieger and Meierriek$2010).



12 Tim Krieger and Daniel Meierrieks

offering better perspectives for potential ternsrior the future. Hence, coun-
ter-terrorism policies may focus on improving theseio-demographic and
politico-institutional factors that have been shawaibe particularly influential
to the genesis of terrorism. One caveat should gew be noted: focusing on
one factor alone may not suffice as it is oftenheM set of factor whose com-
bination is responsible for terrorisif.

At least from a theoretical perspective, one mayeastry to lower the ex-
pected benefits from terrorism. Here, it is possiol make it more difficult to
achieve terrorists’ tactical (or short-run) goalsy., by making the political and
economic system more resilient (then, destabiliivegpolity and the economy
is no longer easily possible). Another promisingtglgy is to undermine the
terrorists' belief system, so that, e.g., religiaughorities express their doubts
about, say, otherworldly rewards for martyrs whib ikinocent victims on a
suicide mission.

In Table 1, we summarize these ideas by providitaxanomy of counter-
measures along the three dimensions outlined akéiiein the rational-choice
framework (as outlined in the Table), there israd@ncy to view terrorists as
responding—more or less—passively to the presemiahter-terrorism
measures. Brick et al., however, argue that it dvbel misleading to consider
terrorism and its appropriate counter-measuressiati@ procesd’ As stated
above, terrorism is to some degree a strategieepsom which terrorists, their
enemies and other groups (the media, the voteespict. That is, any counter-
terrorism measures can—at least in the short ruestltrin a strategic response
of the attackers. Policy-makers need to keep thilseir minds when designing
counter-terrorism measures.

For instance, some counter-terrorism measures @syltrin innovation
and/or substitution on the side of the terrori$tgt is, terrorists may use more
powerful weapons during their next attack (innocwaYior they may resort to
new attack modes or new targets (substitution)atack may also be a prov-
ocation with which the terrorists hope to be ablenter an escalation process
which might help them to recruit more followers.caeding to Brick et al. this
may also result in vigilantis@.Not even offering concessions may be a solu-
tion to this situation as terrorists may spoilpleace in order to start yet another
round of escalation. This will especially be tréigerrorist groups get the im-
pression that it will be possible to extract eveorenfar-reaching concessions
from a weak government (e.g., independence insieashly” autonomy). Fi-
nally, an organizational evolution of terrorist gps—to the better or the
worse—may occur. They may end up as political arin a democratic sys-
tem, but also as war parties in a civil war or thaght move from terrorism

26 SeeBrockhoff, Krieger and Meierriek$orthcoming).
27 Briick, Schneider and Meierriekrthcoming).
28 Briick, Schneider and Meierriekrthcoming).
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Direct Costs Opportunity costs Benefits
Raising material costs Reducing socio-economic | Making it more difficult to
grievances achieve tactical goals

e.g., costs of weapons and
explosives by making ac- | e.g., using foreign aid to e.g., increasing the immedi
cess to them more difficult | lower poverty, inequality, | ate resilience to attacks or
poor growth or unemploy- | diffusing media attention
ment in terror-exporting
e.g., restricting the ease of| countries

movement through immi-
gration control; limiting the

Raising transaction costs

Making it more difficult to
achieve strategic goals

Improving politico-institu-
tional conditions

e.g., strengthening the long

availability of financial re- | —— run political, societal and
sources through measures| e.g., providing political and| economic resilience to ter-
against terrorist financing | legal assistance to rorist campaigns; undermint

strengthen political rights, | ing the terrorists’ belief sys-
; . civil liberties, the rule of tems; reducing support from
ing as a terrorist . 0> o
law, property rights protec-| source countries’ societies
e.g., probability of detection tion and political stability | by making concessions to
(police, intelligence etc); se them
verity of penalties (intro-
ducing harsher punishment
for terrorism-related crimes)) e.g., providing assistance t
reduce (the impact of) yout
burdens (including youth
unemployment)

Raising (direct) costs of liv-

" Improving socio-demo-
graphic conditions

o O

Changing the global order

e.g., using diplomacy and
the international to help ter
ror-exporting countries to
adapt to globalization pro-
cesses and to reduce related
grievances

Table 1: A taxonomy of counter-terrorism measures

toward ordinary criminal gangs, especially if theve gained territorial con-
trol.

D. International Policy Coordination

While the rational-choice framework is very helpiwlhighlighting policy op-
tions, it lacks specific consideration of the intironal dimension to the fight
against terrorism. As we have argued above, intieme or transnational ter-
rorism involves, by definition, more than one cayntmplying the need for
international coordination through an appropriateernational legal frame-
work. If the international law fails to internaligerrorism and counter-terrorism



14 Tim Krieger and Daniel Meierrieks

spillovers between countries, global welfare might be maximized. How-
ever, international coordination is a difficultkdsecause the international com-
munity might run into a prisoner’s dilemrad.

Let us elaborate further on our second terroriatiehge from section A and
consider, for a moment, a unilateral counter-tésrormeasure. According to
Lee, two effects will then be possil§leFor one, fighting an internationally-
oriented terrorist group with traditional domestmunter-terrorism measures
may drive the group out of the own country and mtaeighboring country (if
the group can achieve their goals there as wdit 15, a terrorist group will—
perfectly rationally—search for the weakest linktbe international counter-
terrorism mag! It will, for instance, choose a country with atpararly weak
rule of law. This resembles a classical externgirgblem in which the (social)
costs of unilateral policy measures are too higibally because the active
country does not internalize the (negative) extegffacts on its neighbors.

International policy coordination, such as setting same legal standards
and conducting analogous counter-terrorism measwa&ywhere, might help
resolving this problem. This may, however, coma ptice when noninvolved
countries come under international pressure ando&icompelled to sign in-
ternational agreements violating their actual mationterests and preferences,
at least those that would prevail without terroridgverted from another coun-
try. What is more, there is also a distributionah@hsion to changes in inter-
national law. The country that was initially targety the terrorists will be able
to shift some of the costs of counter-terrorism soe@s to noninvolved coun-
tries. For instance, terrorism could be anti-Amamién the first place but the
response to it is international in the sense thatyrcountries have to tighten
surveillance just to secure the status quo of ¢iuma terrorism-free environ-
ment.

For another, not always will domestic counter-tasm measures have this
problematic negative effect. In fact, they coulsloalork in the opposite direc-
tion by weakening a terrorist group so much thatilt no longer be a threat
both at home and abroad. The eliminatiohbQaedaleaders by the U.S. mil-
itary might be an example for such a scenariochis¢ase, one country’s activ-
ities cause a positive externality on its neighbBlowing again the classical
externality argument, we would expect a too lowilaiaral) level of counter-
terrorism measures from a global perspective. Mbt does the active country
(say, the U.S.) provide too little effort in thigspective, other countries may
try to free-ride on the active countries’ measuregproviding hardly any ac-
tivities themselves. This calls again for interaaél policy coordination with
all targeted or potentially targeted countries agrg on how to share the costs

2% SeeBriick, Schneider and Meierriek®rthcoming).
30 SeelLee(1988).
31 SeeSandler and Ender004).
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of counter-terrorism measures. However, it is diffi to come up with an ef-
fective coordination in cases of terrorism. Ficstuntries do not like to give up
national sovereignty or at least share informatiothe sensitive field of na-
tional security (this is especially true for theSUas the NSA affair has recently
shown). Second, supporting weakest link countngdies that the relative se-
curity of the supporting country decreases, whedhardly in the interest of this
country.

Hence, using more traditional cost-raising coutéerarism policies unilat-
erally against the threat of international ternorimmay be counter-productive
without international policy coordination throudhetinternational law. How-
ever, whenever cross-border externalities mattrdination failure through
a prisoner’s dilemma is a likely outcome. Typicatlyere will be strong incen-
tives for countries not to coordinate. With negatexternalities, unilaterally
diverting terrorism into other countries improvesity at home and is thus a
reasonable strategy. At the same time, not impgpsé@curity while other coun-
tries do would result in an influx of terrorist sty. Regardless of other coun-
tries counter-terrorism policies, improving homelaecurity is the dominant
strategy for any country. However, there is no upipeit to this strategy and
an international “arms race” may result which oftend to involve too many
restrictions of civil rights. With positive extellitees, free-riding on other coun-
tries counter-terrorism is a likely dominant stggteesulting in sub-optimally
low protection against the threat of internatiotealorism. The international
law is always an outcome of these problematic itices and is therefore likely
to be non-optimal in terms of global welfare.

Interestingly, this unsatisfactory picture does ciwdnge when policies are
pursued which tackle the opportunity costs or bienef terrorism (the two
other policy options the rational-choice framewafers; see section C).
Fighting terrorism by changing socio-demographid @olitico-institutional
conditions often takes a long time. For instano&aacing trust into domestic
institutions, such as the legal system, by imprgvire rule of law may require
decades. In addition, these improvements alsottele very costly. Terrorism-
producing countries often need external advicefimaaicial aid to change these
very conditions. Providing support unilaterallyg.e.by giving foreign aid,
means that the supporting country produces a pgblc for the international
community resulting in a decrease of terroristwainéis everywhere. This leads
again to a prisoner’s dilemma situation becaugethe dominant strategy for
each country to abstain from giving foreign aid.am attempt to free-ride on
other countries’ expenses governments wait forratbentries with a high self-
interest in fighting terrorism to give aid. Agaumder the existing international
law which is shaped by these very incentives wétyglically not see a satis-
factory solution in international negotiations. Tlh& there is no sufficiently
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strong institution to enforce participation of ipéd@dent nations in joint sup-
port programs and terrorism cannot successfullablded this way?

E. Learning from 9/11: An Evaluation of Cost-Raising
Counter-Terrorism Policies

Our previous discussion has highlighted potentiehsures for fighting in-
ternational terrorism. From a theoretical perspegtinere exists a wide range
of those measures; however, not all of these measave been shown to be
particularly successful in the past. In this cohtélxe 9/11 attacks provide an
interesting case study as in its aftermath thed&sigpossible set of cost-raising
counter-terrorism policies has been applied (theler of opportunity cost-
raising and benefit-lowering policies has been mliogrer and will be briefly
discussed in Section F). The immediate reactiaghefAmerican citizens to the
shock of the 9/11 attacks was to demand quick affetient protection to in-
hibit further attacks of a similar type. These agluced measures ranged from
passive measures of protection to active (militangasures of going against
the perpetrators in their base countries (e.g.hAfgstan).

In the following, we will take a closer look at 9/And investigate which of
the counter-terrorism measures, which were intredwat that time, were suc-
cessful and which ones were not. In terms of Sageyés distinction of ex ante,
during and ex post applications of the rule of lavder extreme conditions, it
is noteworthy to say that the U.S. was clearlypreparedex anteto a terror-
ist attack of this extent, neither as a societyaneral, nor—more specifically—
with respect to the existing rule of law. Desp#erdrist incidents against the
U.S. in the 19908 Congress was rather reluctant to grant additiaghts to
security forces at the expense of civil rights. Mosunter-measures were in-
troduced within days or weeks after the attack lagice qualify as “during”
applications (with some ex post justification). &nhowever, hardly any of
the measures introduced in tRatriot Actand other legislation has been re-
voked yet (and since it appears unlikely that thik happen anytime in the
foreseeable future), they build the set of legégdor the U.S. response for
any future terrorist attack against this countmytkiis sense, they are “ex ante”).

32 This argument implicitly assumes that governmestisitegic behavior is short-sighted.
In more complex (repeated-game) settings, e.gnaisgithat every country will sooner or later
fall victim of terrorism, countries may agree tooperate despite short-run incentives speak
against cooperation. Certainly, however, this doascontribute to speeding up the interna-
tional negotiation process.

33 For instance, the World Trade Center bombing &31%he bombing of U.S. embassies
in Kenya and Tanzania in 1998; the attack onUl$s Colein the port of Aden, Yemen, in
2000.
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The question open to debate is whether this saile$ is appropriate to deal
with the terrorist threat.

The most obvious and immediate response to attackgernational terror-
ist is to secure the “homeland”, in this case th8.lAssuming that terrorists
indeed plan further attacks, protection measuresh(®s improved security
checks at the airport, fortification of landmarkltings, surveillance cameras)
will increase the costs of running a terrorist @tand should—according to
the rational-choice framework—make attacks lesslyikAt the same time,
these measures may make the entire country maliemeso terror attacks and
thus reduce the terrorists’ benefits from achievhmgr short-run goals.

Measures like these have distinct advantages aad\¢intages. Among the
advantages is the fact that they can swiftly beodhiced, as already pointed
out in Section A. This is possible because it ismeressary to go through a
time-consuming legislative procé$as most of these measures can be enacted
at the administrative level (i.e., here the neasskaislation existed already
ex ante). As a result, the measures help to ineriesfeeling of security in the
population at once, which is an important aspecesilience. A frightened or
even terrified population has to be interpretec asiccess for the attackers,
while resuming the normal order within days is @aclsignal to terrorists that
the attack’s pay-off was low and that the terrgnigere not able to achieve their
goals as desire®.That is, within a strategic game between terrgrite gov-
ernment and the population any measure that strengt(short-run) resilience
shifts the equilibrium in favor of the victims.

The latter point may, however, also give rise to@e pessimistic interpre-
tation. Given that terror groups are typically mgataller than their “enemies”,
their perceived danger comes from the surprise mowfeheir attacks which
makes it extremely hard to predict the next targélss implies, in turn, that
protection measures need to be extended to a witider of potential targets,
thereby raising the associated costs of this gfysgaormously. Yet, there is no
guarantee at all that the next target will be dguoted one. In a strategic setting,
the terror group is the second-mover only aftergbneernment has determined
its protection measures before. Hence, the aboveioned strategies of sub-
stitution and innovation are most often an optineaponse of the terror groups
to observable protection measures by the governmeérthe same time, they
tend to cause substantial direct and indirect ¢aation) costs to governments,
private business and the public.

34 A more pessimistic view on the aspect of savingeton these issues is that the legislative
process may be rather sloppy.

35The consequences of 9/11 were mixed in this résyédle the events are traumatic until
today and their repercussions in society aregiifirmous, e.g., the New York Stock Exchange
already reopened on September 17.
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Governments should therefore concentrate on usiotegiion measures
only on (truly) critical infrastructures. Only thigill keep the cost-benefit bal-
ance intact. In case of landmark monuments whicte maainly cultural (but
little practical) value a credible commitment tbwédd might be a cheap alter-
native, as it will make it less attractive to aktalesis monumeni6

Another major downside to immediate responses gmainsecuring the
homeland is—as already pointed out above—the pnoltleat governments
tend to fall victim to araction biasas a result of the public’s strong demand for
protection and the resulting chance to obtain tfediresponding to the risk.
This reaction was clearly observable in the aftéhntd the 9/11 terrorist at-
tacks3® Hence, a sub-optimally high level of protectieelative to the expected
gain from avoiding another (rather unlikely) attackn hardly be avoided.

Protecting the homeland from international tertsriarns out to be difficult,
however, if the attackers already reside in and 8tair attack from this coun-
try. The 9/11 perpetrators entered the U.S. weeksamths before the attack,
thereby passing the strict U.S. immigration procedias unsuspicious tourists
or students. Later they made use of the low sgcaténdards for domestic
flights at U.S. airports to start their attack. @fi¢he consequences of 9/11 was
therefore to increase efforts to keep foreign &texand support for them out
of the country. While not possible in case of exmdtorial entities (such as
embassies on foreign ground) and citizens whodiveavel abroad, interna-
tional terrorism may indeed be restricted by hindgforeigners with danger-
ous intentions to enter the country.

Compared to the previously mentioned protectionsuess, the implemen-
tation of such measures is more difficult from batpractical and legal per-
spective. Restricting entry of foreigners to a dopis—without doubt—a pre-
rogative of any nation state, so the domestic lety® may change
immigration laws accordingly. As with any immigi@ti law the free mobility
of free citizens will be restricted, which may béicized in general. However,
there is an additional dimension to this problentase of terrorism because
justification of the restriction of immigration imore intricate. Not granting
access to a country follows from a speculationgguably, an educated guess)
about the disposition of the potential travelemomigrant. Although disposi-
tions or intentions cannot be elicited from a parsvis clear that with very
few exceptions the rejected immigrant is not aotest and does not plan to
become a terrorist (see Caplan’s argument abowepréingly, this policy may
be seen as a violation of fundamental personatityts, especially when there
is an ethnic bias in (not) granting entry.

36 SeeFrey and Rohne(2007).
37 SeePatt and Zeckhaus€R000) andSunstein and Zeckhaus@008).
38 See the discussion of the costs of 9/1Krieger (2013).
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From a more practical perspective, tightening inmatign legislation may
have severe negative economic repercussions. Btanite, after the 9/11 at-
tacks studying in the US became increasingly mdaffecult for prospective
foreign students in general and for those from Muslountries in particular.
The number of incoming students and of foreign guesearchers declined
substantially in the first years after 9/11, thgreimdermining the country’s
competitiveness in the long-r@h.

There is another aspect to be kept in mind. Clo#iegoorders may cause
negative externalities on other countries, whiclplies that border regimes
tend to be too strict. Consider the following saemavhich is related to the
above discussed idea of substitution. A terronistig aiming at targeting, say,
the U.S. will no longer be able to send membetkedJ.S. because of a stricter
immigration regime. In order to nevertheless hanm WS, they will resort to
bombing a U.S. embassy or military base in anatbentry, possibly leading
to casualties and disastrous political, societ@ommomic consequences in this
country. Most likely, the U.S. as a very resilieountry (in political, societal
and economic terms) would have been able muchrliett®pe with the attack,
keeping costs to society rather low. Hence, we mies®vo problems. For one,
there is the negative externality causing harm ¢ountry which was actually
not involved in the conflict between the terroriatgl the U.S. government. For
another, if an attack is unavoidable, it would le¢tdr from a (global) social
planner’s perspective to have it in the more resiliof the two countries, i.e.,
in the U.S. In any case, a unilateral border regsrsub-optimal, speaking to
the idea of improving international coordination.

One can extend the above reasoning to the caselofing terrorist activi-
ties by drying out their financial resources. Ficiahsupport may come from
very different sources including state and privgiensors as well as criminal
activities by the groups themselves. According todR et al., counter-terror-
ism efforts may try to denounce state sponsorshieroorism (e.g., through
actions by the United Nations), reduce the intéonal money flows from ter-
rorist supporters to terrorist groups and make datrandifficult for terrorist
groups to launder money coming from criminal atigg via anti-money-laun-
dering initiatived4® However, none of these measures is easy to inteoohio
the international law and promises lasting sucoessducing terrorist activity.
For instance, until today it is not possible teeefively control parallel banking
systems such as tiHawalasystem.

What is more, political and economic interestsatitbetween countries as
do legal systems and traditions. For instance, ingrdecrecy plays a very dif-
ferent role in countries around the world. Inteioal law depends strongly on
the willingness of countries to get involved inemational negotiations and

39 SeeHaupt, Krieger and Langforthcoming).
40 Briick, Schneider and Meierriekrthcoming). For a specific discussion of antimay
laundering initiatives, seérieger and Meierriek$2013)
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eventually follow the newly introduced internatibnales. This problem is par-
ticularly relevant due to the existence of “fina@afe havens®

Again, the problem of discovering the true inteni®@f a person who gives
or transfers money is highly relevant. Terroristaficing has been called
“money laundering in reverse” for good reasééd/hile proceeds from crimi-
nal activities need to be washed clean, money dgigeRrrorist groups most
often comes from legal sources and only its usgiminal. Mixing up anti-
money laundering legislation with anti-terroristdncing legislation is there-
fore at least problematic, if not dangerous. Renhgrto the example of foreign
students in the U.S. proves the point. Guest stasdeom Muslim countries
often receive money transfers from their parengsatptheir tuition fees. These
transfers have been labeled as highly suspiciocasuse the remittee has the—
stereotypical—profile of a potential terrorist (yay male, Muslim).

This leaves one broad class of cost-raising cotustenrism measures
which the U.S. made extensive use of in the aftdraB9/11: intelligence and
military actions. As for the case of intelligenes\sces, Briick et al. report that
their counter-terrorism activities have repeataslgakened the operative ca-
pacity of terrorist organizatiorf8. These activities may include infiltration
through the use of informers and undercover agehtgrvation or information
gathering and analysis. If effective and successhdasures by the security
forces may lead to the quick breakdown of a test@roup, potentially before
a single shot is fired. More extreme forms of iligeince activities include the
decapitation of terrorist groups—i.e., the Kkilling terrorist leaders—which
may also prove helpful against already establidbedrist groups, although
the evidence does not necessarily speak in favibreske high hope’s.

There are at least three reasons why intelligeneasares have often been
found largely ineffectivé?® First, this may be simply due to a lack of coopera
tion between various security agencies. This ig@sfly true for the U.S. with
its many different intelligence services, but ath respect to international
intelligence (non-)cooperation. Second, the orgational structure and ideol-
ogy of a terrorist group may matter. The more deed#red and covert a ter-
rorist organization or network is, the more difficaounter-terrorism intelli-
gence becomes. Third, intelligence and militaryoe$ may be evaluated
differently depending on the targets of these &fdfor instance, Zussman and
Zussman find that stock markets in Israel respofierdntly to news about the
assassination of members of Palestinian terramgtrozation depending on the
role these members play their organizati®nis addition, one should always

4 sandler(2005).

42 Krieger and Meierriek$2013).

43 Brick, Meierrieks and Schneid@orthcoming).

44 See, for instancdordan(2009).

45 SeeBriick, Meierrieks and Schneid@orthcoming).
46 Zussman and Zussm#2006).
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be aware of the problem that the experience of testarrorism violence by
an aggrieved population may amplify radicalizateomd popular support for
terrorism, i.e., terrorism results in counter-teimm which in turn breeds even
more terrorism (a vicious cycle which is diffictidt entangle empirically)’

When it comes to international terrorism and esglgcivhen state sponsor-
ship is suspected, military measures (e.g., mylitaterventions, retaliatory
strikes) against terror-exporting countries arermfthosen as prime strategy in
the fight against terrorism. These measures ar@migtused to increase the
material costs of terrorism by inflicting directrdage (e.g., destruction of ter-
rorist infrastructure), but also for deterring ftgwattacks by showing credible
commitment. In some cases, military strikes hanlzbrected against terrorist
organizations, in other cases, against their sgad@sors directly. In the after-
math of 9/11, the U.S. attacked both types of targd Qaedaas well as its
supposed sponsor, the Taliban government of Afgiami Typically, such
strikes yield some success in the short run buetiselittle evidence that such
measures have the desired long-run efféctis is because terrorist organi-
zations are likely to adapt to the threat of militactions. For instance, they
may increasingly resort to network structures, Wwhicakes terrorist groups
more mobile and elusive, increasing the difficuity the military to attack
them. Deterrence against state sponsors of temasisnore credible and thus
more likely to prove successful, given that statesnaturally far less able to
avoid military punishment? However, such deterrence need not work automat-
ically. What is more, military (and to a lesser gegintelligence) measures
usually produce high economic costs (e.g., assatiaith the deployment of
troops, police etc.). Its political costs may abssubstantial, given that there
appears to be a thin line between legitimate dadiiimate counter-terrorism
means, where the latter may include a disregarg@rivacy, the excessive use
violence and torture, politically motivated impnmsuents und extrajudicial kill-
ings >0

F. Changing the Environment in Terrorism-Exporting
Countries to the Better

The previous section has considered several ohths popular counter-terror-
ism measures, all of them aiming at raising thésco&terrorist activities but

47 See, for instancdaeger, Klor, Miaari and Pasermgi2012).

48 See, for instance, Brophy-Baermann and Conybd®&®4j for an evaluation of the suc-
cess of Israeli retaliatory strikes against PL@é#s, or Eland’s (1998) discussion of the 1986
U.S. raid on Libya.

49 Levine and Leviné€2006).

50 Piazza and Walst2009).
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with—apparently—limited hopes to ultimately endrogist activities. Argua-
bly, a more promising strategy is to dry out popsigpport for terrorist groups
through raising opportunity costs and reducing benef terrorism. Popular
support is important to the emergence and persistehterrorism as it may,
e.g., facilitate recruitment, provide terrorist gps with material resources and
other means that enable terrorist operations dedtahe bargaining power of
a terrorist group. Paul finds that popular suppartterrorism is prominently
shaped by grievances shared by terrorism supp@mersictive terrorists.

Intuitively, counter-terrorism may try—by “winnintipe hearts and minds”
of terrorism supporters—to ameliorate specific gaigces to curb popular sup-
port, thereby reducing terrorism. However, therkttie consensus on the im-
portance of specific social conditions (i.e., gaeges) in the emergence of ter-
rorism in the literaturé? In particular, the evidence does not consistently
indicate whether terrorism is rooted in economipdlitico-institutional under-
development, including a weak rule of law (or ateinational law which
shapes the global order in favor of Western coestms terrorists may claim).
As economic and political development usually iatewith other social phe-
nomena, the identification of the “true” social idates of terrorism is further
complicated. Overall, the evidence—on both facw@ifecting terrorism di-
rectly and grievances experienced by its supperteises not point to an obvi-
ous “panacea” to fight terrorism by favorably affieg its opportunity costs
and, indeed, winning the very hearts and mindgemwbtism supporters

What is more, even when the “true” grievances obtesm and terrorism
support are identified, this does not necessaridamthat violence ends. For
one, counter-terrorism efforts that address griegamay in fact make terrorist
factions (within an organization) more extreme,egivthat individuals with
moderate views are increasingly less likely to jirsupport it when non-vio-
lent opportunities abound. Bueno de Mesquita ar¢hegsameliorating terror-
ism’s root causes can fuel extremism to such aenéxhat the aggregate level
of violence is unaffected, as smaller but moreesw& groups can be just as
violent as larger but more moderate gro®ffsor another, supporting countries
from outside to reduce grievances may not (inif)dtle welcomed by parts of
the domestic population, including terrorists anelit supporters, because the
aid donors are often seen as intruders. Furtherriteveuld be naive to believe
that foreign nations have sufficient expertiseltarmel money and other forms
of support to the most suitable places, personsratitiutions. The U.S. expe-

51 Paul (2010).

52 See the literature reviews kBassebner and Luechingé011) andKrieger and Meier-
rieks (2011).

53 Briick, Meierrieks and Schneid@orthcoming).

54 Bueno de Mesquité2008).
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rience in Afghanistan and Iraq are a case in pé&imially, one should not dis-
regard the above discussed free-rider problemanrternational community
of (potential) donors.

Hence, although reducing grievances and politigapsrt to terrorist groups
in terrorism-exporting appears to be a promisimgtegy against international
terrorism, it is both for practical and theoretioahsons the most difficult and
time-consuming strategy to be implemented. In #oe fof the terrorist threat,
governments therefore prefer counter-terrorismtesgias which increase the
costs of terrorism.

G. Conclusions

Against the background of the existing threat tigirointernational terrorism in
many countries, this chapter has analyzed the mptior dealing effectively
with this problem. Using the rational-choice apmtoave identified three main
strategies: raising the costs of terrorism, indrepgs opportunities costs and
reducing its benefits. The interplay of costs, opjoaty costs and benefits in-
deed determines the relative price of terrorism thiid makes terrorism for a
small group of persons an option to (violently) g3 opposition to existing
socio-economic, politico-institutional and socicagggraphic conditions.
While politicians’ action bias leads to an overeighk of counter-terrorism
measures which raise the costs of terrorism (grgtection measures to secure
the homeland), this typically does not remove @xisgrievances that likely
drive terrorism. Hence, different measures tryindgtheaigh with non-negligi-
ble problems—to tackle grievances directly and cecholitical support for ter-
rorism are more likely to resolve the terrorismigemn, but are less likely to be
introduced by democratic government that strivesdeelection.

The rule of law belongs to the set of politico-ingtonal variables which
may affect the level of terrorism. Its strengtdesermined ex ante, but its work-
ing under the extreme conditions of terrorism f§alilt to anticipate. On the
one hand, if the application of the rule of law ¢pibly allowing for some ad-
aptations under extreme conditions) is crediblefaneseeable a country’s re-
silience is greater. Also, a strong rule of law algugoes along with other
strong institutions which is helpful to keep vidlgmotest at low levels. Em-
phasizing, e.g., civil rights may, on the otherdidmmit the permissible scope
for counter-terrorism measures by the police oglligience services, thereby
reducing the direct costs terrorist groups faceie&di@s need to carefully weigh
the costs and benefits of the ex ante applicatidheorule of law and the spec-
ification of permissible legal instruments for tbase that extreme condition
abound. In this process, however, it is importarkdep an eye on the alterna-
tives, namely determining the rule of law duringreme conditions or even
justifying its ad hoc application ex post. Givervgmments’ action bias, the
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costs for society are most likely higher then urtlerex ante application. The
post-9/11 U.S. provides support for this point.

This chapter’s discussion should have made clesdrttie international law
is a legal instrument which usually lags behind rality of actual terrorist
incidents. Due to the existing coordination failunethe international arena
(with strong unilateral incentives not to coopeia¢eause of specific national
interests) it needs extreme conditions to achieegrpss at all. However, this
progress suffers from action bias again and mdgatethe interests of specific
groups of (Western) countries only. In this seriBe, international law may
itself contribute to perceived grievances from anjtst” or “Western-domi-
nated” global order.
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