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June 21, June 22, 2016
Rabin Building, 9th Floor, Rabin Observatory, University of Haifa

As Internet usage is growing daily the world is coming closer and opportunities for crime and victimization had 
been expanded. While technology and law enforcement agencies are trying to tackle this problem many people 
have become victims of hacking, theft, identity theft and malicious software. The purpose of this workshop is to 
present state of the art studies on the social and psychological antecedents of cybercrime and victimization. 
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June 21
09:00-09:30	 Gathering

09:30-13:00	 Session 1: Hackers, Social 
Engineering and Law Enforcement
David Maimon, University of Maryland, U.S. Honey 
Spots: Experiments on Cyber-Attacks
Orr Dunkelman, University of Haifa. Social Engineering 
and Cyber-crime
Michael Levi, Cardiff University, UK. The implications of 
economic cybercrime for policing
Rami Zonenfeld, University of Haifa. Computer Crime 
and Law Enforcement in Israel
Zohar Oxenhandler & Yossef Arie, Expert Maket Insight, 
Israel. Mobile Users at Cyber Risk

13:00-14:00	 Lunch Break

14:00-17:00	 Session 2: A session on Cyber-
victimization
J.A.van Wilsem, Leiden University, Netherlands. 
Adjusting perceptions and behavior after cybercrime 
victimization: do they affect future victimization risks?
Gustavo Mesch, University of Haifa. Low Self Control and 
Cyber victimization in Israel
Meyran Boniel-Nissim, Kinneret College. Cyberbullying – 
the bullies, victims and bystanders; Findings from an Israeli 
study
Matias Dodel, University of Haifa. Digital Inequalities 
and Cyber-Security Behaviours: Digital Skills as the Main 
Determinant of Antivirus Use

June 22
09:00-09:30	 Gathering

09:30-13:00	 Session 3: Romantic Scams, 
Cyberbullying and Cyber stalking
Monica Witty, University of Leicester, UK. Cyber-Romance 
Scams
Inbal Lam, University of Haifa. Comparative risk 
perception (self-other risk perception) and involvement in 
online risk behaviors
Hagit Sasson, University of Haifa. The Role of 
Parental Mediation and Peer Norms on the Likelihood of 
Cyberbullying
Dana Hilman, Research Division. Ministery of Public 
Security. Israel Directed Online: Youth on the Net. Key 
findings from the Ministry of Public Security's surveys

13:00-14:00	 Lunch Break 

14:00-17:00 	 Session 4: Cybercrime Regulation 
and Economic consequences
Amit Rechavi, The Hebrew University. Using SNA to 
Map the Global Hacking activity
Tal Zarsky, University of Haifa. Who Should Be Liable for 
Online Anonymous Defamation?
Daphna Canetti and Michael L. Gross, University 
of Haifa. The Human Dimension of Cyber Terrorism 
experiments
Tamar Berenblum, The Hebrew University. Attitudes 
regarding Internet Social Control


